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Webtechnologies

COURSE OUTLINE

It’s going to be a lot!



ADMIN 
Webtechnologies

• 80% Attendance 
• Grading 

• Exercise 
• Presentation 
• Participation in class



GRADING 
Webtechnologies

• Grade your own work. Assign yourself a 
public grade and write a brief note 
explaining your reasoning — both are 
visible to everyone. 

• Your final grade combines this self-
assessment with your presentation and 
participation grade. 

• → Active engagement, curiosity, and 
presence in class carry real weight. 

If highly unlikely, I will correct it 
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PROGRAMMING IN THE AGE OF AI?
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Webtechnologies

• «You cannot direct what you can’t read.» 
• Way of thinking 
• Problem solving / ecosystem knowledge 
• It’s fun!

PROGRAMMING IN THE AGE OF AI?



AI 
Webtechnologies

Mistral – Le Chat 
Anthropic – Claude 
Gemini 
replit.com 
Deepseek

… etc.

http://replit.com


AI (AGENTS) 
Webtechnologies

Claude Code 
Github Copilot in VS Code



CALENDAR
Webtechnologies



RESOURCES
Webtechnologies

• IAD Calendar  
• Intranet 
• Paul  
• Github repo: https://github.com/Jones-S/zhdk-web-technologies-2026 

https://github.com/Jones-S/zhdk-web-technologies-2026
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Source: shiftr.io

http://shiftr.io
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Source: Images from IAD Module: «Data Visualization» 2023
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WEBTECHNOLOGIES – WHY?
Webtechnologies

• Interfaces/Controls 
• Storytelling & Information 
• (Functional) Prototypes 
• Easy Access (Smartphone) 
• Data Visualization 

• Also: Portfolio 
• Customize webflow, WIX, 

cargo etc. 
• Use AI more productively 
• Deploy a website 



GOAL OF THIS COURSE
Webtechnologies

• Understanding of possibilities 
• Knowledge of tools and terms 
• First experiences with web technologies 
• Foundation for other modules



WHAT DO YOU ALREADY KNOW? 
WHAT DO YOU EXPECT?
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HISTORY OF THE INTERNET 
AND THE WWW

Webtechnologies

Sources: https://wertn.com/2021/03/spime

https://wertn.com/2021/03/spime


THE BEGINNING
Webtechnologies

Sources: Movie, Lo and Behold, Reveries of the Connected World, 2016
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THE BEGINNING
Webtechnologies

1973: ARPANET goes international



SUBMARINE CABLES → INTERNET
Webtechnologies

Source: 
https://www.submarinecablemap.com/ 
(https://en.wikipedia.org/wiki/Submarine_communications_cable)

https://www.submarinecablemap.com/


SUBMARINE CABLES
Webtechnologies

Source: 
https://paglen.studio/2020/05/22/undersea-cables/ 
Artist: Trevor Paglen

https://paglen.studio/2020/05/22/undersea-cables/


CRITICAL THINKING
Webtechnologies

Sources: Movie, Lo and Behold, Reveries of the Connected World, 2016
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THE CLOUD
Webtechnologies

The cloud is just somebody else’s computer. 



THE CLOUD
Webtechnologies

• The cloud: A common visual for the internet 
• Internet is often depicted as an amorphous 

blob. 

Source: 
Image: US7069299B2, 2000, via What shape is the internet?, Noah Veltman.

https://patents.google.com/patent/US7069299B2/
https://noahveltman.com/internet-shape/


MAC ADDRESSES
Webtechnologies

• Every device that connects to a network has a  
MAC-address.   
Example: d0:e1:40:9d:d5:ac 

• Used to identify a device in a local network. 
• 248 = 281,474,976,710,656  

possible MAC addresses 
• Device manufacturers are given certain number 

ranges to assign to their devices. 

Source: 
https://www.howtogeek.com/wp-content/uploads/2013/09/img_522613f48a8c1.png?width=1198&trim=1,1&bg-color=000&pad=1,1 
https://en.wikipedia.org/wiki/MAC_address



MAC ADDRESSES
Webtechnologies



PROTOCOLS
Webtechnologies

• Set of rules that governs communication 
between two computers in a network. 

• Different layers: 
• Data-Link – Protocols: e.g. Ethernet 

Protocol 
• Internet Protocols: e.g. IP4, IP6 
• Transport Protocols: e.g. TCP 
• Application Protocols: e.g. Email, FTP, HTTP

Image Source: https://darknetdiaries.com/episode/130/

Further reading about layer architecture: https://en.wikipedia.org/wiki/OSI_model

https://darknetdiaries.com/episode/130/
https://en.wikipedia.org/wiki/OSI_model


IP (INTERNET PROTOCOL) ADDRESSES
Webtechnologies

• What is an IP address? 
• Did you use one before?
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• What is an IP address? 
• Did you use one before?

173.194.40.42



IP (INTERNET PROTOCOL) ADDRESSES
Webtechnologies

• Every internet connection has an IPv4 adress.  
Example: 173.194.40.40 

• Only 4'294'967'296 addresses world wide! 

• Gradual transition of IPv4 to IPv6 addresses: 
2001:0db8:0000:0042:0000:8a2e:0370:7334 

• About 3.403 × 1038 IPv6 addresses world wide. 

• An IP address is used to identify a device on the 
internet.
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RESERVED IP-ADDRESSES
Webtechnologies

• Certain ranges are reserved for private networks.  
(e.g. Local Area Networks (LAN)) 
 
 
10.0.0.0    -  10.255.255.255 
172.16.0.0  -  172.31.255.255 
192.168.0.0 - 192.168.255.255



IP (INTERNET PROTOCOL) ADDRESSES
Webtechnologies
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LOCAL NETWORK
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PING
Webtechnologies

• Switzerland: 66.234.146.88 
• Angola: 74.118.126.9 
• Japan: 194.114.136.218 
• New Zealand: 62.93.164.71



PRIVACY
Webtechnologies



PRIVACY WITH VPN SERVICE
Webtechnologies

• Websites you visit see 85.114.12.152 as visitor 
• All traffic is encrypted → ISP does not know 

which sites you visit, what traffic is sent etc. 
• VPN knows your true IP 30.23.141.25 
• VPN could theoretically log all the sites you 

visit. Good VPNs claim to have a no-log policy. 
• Shifting the trust



127.0.0.1
Webtechnologies



LOCALHOST
Webtechnologies

• Your computer has a local address 
127.0.0.1 (=localhost) 

• When building a webpage,  
you often run a local server →  
http://localhost:3000,  
http://localhost:5555, 
http://localhost:8080 etc. 
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WORLD WIDE WEB
Webtechnologies

Source: 
https://www.youtube.com/watch?v=sSqZ_hJu9zA&t=17s&ab_channel=CERN

https://www.youtube.com/watch?v=sSqZ_hJu9zA&t=17s&ab_channel=CERN
https://www.youtube.com/watch?v=sSqZ_hJu9zA&t=17s&ab_channel=CERN


HTML (HYPERTEXT MARKUP LANGUAGE)
Webtechnologies



HTML BASICS
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TAGS
Webtechnologies

Tag

<html>…</html>

<p data-attribute="content" class="paragraph">…</p>

Opening tag Closing tag



HTML BASICS
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PREREQUISITES 
VISUAL STUDIO CODE

Webtechnologies



EXERCISE 1
Webtechnologies

• Mark the following text as a valid HTML page. 
The browsertab should show «Tomato Soup», 
and the hierarchy of the text should be clear. 

• https://short.jonasscheiwiller.ch/ex1 

https://short.jonasscheiwiller.ch/ex1


ATTRIBUTES
Webtechnologies

<p attribute="content" class="paragraph">TEXT</p>

e.g. class attribute

attribute name

attribute content



HTML BASICS — IMG
Webtechnologies



EXERCISE 2
Webtechnologies

• Add an image to your recipe HTML. Add it above 
the recipe title. (Any tomato soup image) 

• Add a line under the title: "Original recipe 
from" with a link to any cooking website. 



Webtechnologies

PATHS

• When linking a file, for example an  
<img src="…">, we can use absolute or relative paths.



ABSOLUTE URLS
Webtechnologies



ABSOLUTE PATHS
Webtechnologies

• An absolute path always begins from the start of your hard drive/server etc. 
• It starts with a slash 
• e.g.:  

 
“/Users/jones/Desktop/Example/Server\ Root/level-1/level-2/level-3”



RELATIVE PATHS
Webtechnologies

•   ./ is the current directory 
•   ../ is the parent directory



RELATIVE PATHS
Webtechnologies

• How can I link in file level-0.html → to image-level-3.png?
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• How can I link in file level-0.html → to image-level-3.png?

src="./level-1/level-2/level-3/image-level-3.png"



RELATIVE PATHS
Webtechnologies

• How can I link the file level-2.html → Link to image-level-1.png?



RELATIVE PATHS
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• How can I link the file level-2.html → Link to image-level-1.png?

src=“../image-level-1.png”

(possible, but useless, but only for demonstration) 
src=“../../level-1/image-level-1.png”



RELATIVE PATHS
Webtechnologies

• How can I link the file level-3.html → Link to image-level-1.png?



RELATIVE PATHS
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• How can I link the file level-3.html → Link to image-level-1.png?

src=“../../image-level-1.png”



WHAT IS A WEBSITE?
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WHAT IS A WEBSITE?
Webtechnologies

• Collection of files interpreted by a browser 
• If online, a website is accessible via the 

internet.



HOW IS A WEBSITE ONLINE?
Webtechnologies

• Files hosted on a server 
• Server: Computers serving (web) documents 

via internet 
• → Most websites live in a shelf  

in a data centre.

Source: 
https://wonderfulengineering.com/wp-content/uploads/2013/10/Take-a-Look-%E2%80%93-Google-Data-Centre-11.jpg



DATA CENTRES – ALWAYS ON
Webtechnologies

• 24/7, 99% uptime 
• If power goes out →  

diesel generator or  
other sources of energy

Tank of 60’000 litres of diesel, could run the 
(small) data centre for ~ 3 days. 

Lots of air or water needed for cooling 



Webtechnologies

Virginia, where the cloud lives… 

DATA CENTRES – VIRGINIA



PRIVACY WITH VPN SERVICE
Webtechnologies



TOR BROWSER
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TOR BROWSER (THE ONION ROUTER)
Webtechnologies

• Routes traffic through anonymous Tor network 
• Allows access to .onion websites (darknet) 
• Resist fingerprinting



WHAT IS FINGERPRINTING?
Webtechnologies

• A website can test a lot of your browsers feature and 
its settings to create an almost unique id for you. 

• This allows to track your “fingerprint” across 
multiple sites. 

• Especially with “free services” like google fonts, 
Facebook Like-buttons, Image-CDNs etc.

https://coveryourtracks.eff.org/

https://coveryourtracks.eff.org/
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WHAT IS FINGERPRINTING?
Webtechnologies

https://www.20min.ch/

https://www.20min.ch/


BROWSER WINDOW SIZE
Webtechnologies

• Screen width and height can give away  
much information 

• Tor has a default sized window.  
(x * 200px, y * 100px) 
→ in my case 1000px * 800px 

• Not recommended to resize because of unique 
fingerprint.

https://amiunique.org/fp

https://amiunique.org/fp


TOR BROWSER (THE ONION ROUTER)
Webtechnologies

• Each relay (= Tor node) decrypts the next 
“onion layer” to reveal only the next relay 

• Some VPN Services offer to reroute traffic 
through Tor 

• Spying on exit relay possible

https://external-content.duckduckgo.com/iu/?u=https%3A%2F%2Ffossbytes.com%2Fwp-content%2Fuploads%2F2015%2F09%2Ftor-working.png&f=1&nofb=1 
https://protonvpn.com/support/tor-vpn/

https://external-content.duckduckgo.com/iu/?u=https%3A%2F%2Ffossbytes.com%2Fwp-content%2Fuploads%2F2015%2F09%2Ftor-working.png&f=1&nofb=1
https://protonvpn.com/support/tor-vpn/


.ONION
Webtechnologies

• 56 mostly random letters and numbers characters 
• e.g. DuckDuckGo hidden service: 

https://
duckduckgogg42×joc72×3sjasowoarfbgcmvfimaftt6twagswzczad.onion/ 

• On server in Tor network (only accessible with Tor-browser) 
• No spying possible on Tor exit node,  

because it is inside the Tor network



EXERCISE 3
Webtechnologies

• Go through provided markup: 
https://short.jonasscheiwiller.ch/ex3 

• Discuss in groups of 3 and write down new 
aspects and questions. 

• Collect new tags and think about their  
semantic meaning.

https://short.jonasscheiwiller.ch/ex3
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GIT & GITHUB
Webtechnologies

• Most popular VCS (Version control system) is git. 
• Github is a hosting platform for git repositories. 

Alternatives: bitbucket.org, gitlab.com

http://bitbucket.org
http://gitlab.com


EXERCISE 4
Webtechnologies

• What are the advantages of using git? 
• List the most common actions  

performed when working with git? 



GIT
Webtechnologies

• Version control system 
• Collaboration (Team/Open Source)

Source: Git Basics https://git-scm.com/video/what-is-version-control

https://git-scm.com/video/what-is-version-control


GIT
Webtechnologies

Commits

Git history

Branch



GIT → PREVIEW CHANGES
Webtechnologies

Lines 
added

Lines deleted



GIT → REMOTE VS. LOCAL
Webtechnologies

Upload  
(= push) 

REMOTE  
(in the cloud) 

LOCAL  
(on your computer) 

+ Adding a new saved state 
(= commit)



GIT → PUSH & PULL
Webtechnologies

REMOTE  

LOCAL 

Downloading new commits 
(=pull)

LOCAL  
(2nd computer)



GIT → BRANCHES
Webtechnologies

Main Branch

Feature Branch

Create new branch

Merge branch



GIT → REBASE
Webtechnologies

Rebase branch 
(onto main)

Main  
Branch

New changes

Feature  
Branch



GIT → LINGO
Webtechnologies

• Repository: Codebase (Project) 
• Commit: Single entry in history 
• Origin/Remote: Code on server (e.g. github) 
• Local: Code on your machine 
• Push/Pull/Fetch: Actions to get code from or upload to remote 
• Master/Main: Main branch 
• Merge: Bringing to branches with different code together 
• Merge conflicts: When both branches during a merge have 

edited the same file merge conflicts appear. 
• Rebase: Reapply commits on top of another branch



GITHUB CLIENT
Webtechnologies

• Github Desktop 
https://desktop.github.com/ 
 

• Alternatives (if you know what you’re doing) 
• Sourcetree (https://www.sourcetreeapp.com/) 
• GitKraken (https://www.gitkraken.com/git-client) 
• CLI (command line interface) 
• … 

https://desktop.github.com/
https://www.sourcetreeapp.com/
https://www.gitkraken.com/git-client


EXERCISE 4
Webtechnologies

• Create GitHub repository 
• Follow best naming practices 

• Install Github Desktop 
• Create local folder structure 
• Move your files into the created folder and 

rename your files (following best practices). 
• ⚠ The folder should be outside of any cloud 

folders (OneDrive, dropbox, google drive etc.)!

Source: 
https://gitscripts.com/naming-conventions-for-git-repositories

https://gitscripts.com/naming-conventions-for-git-repositories


FOLDER STRUCTURE
Webtechnologies

• Don’t use uppercase letters! 
• Don’t use special characters! 
• Don’t use spaces! Use dashes or underscores 

instead 
• Keep everything in one place (one folder)

Source: 
https://gitscripts.com/naming-conventions-for-git-repositories

https://gitscripts.com/naming-conventions-for-git-repositories


EXERCISE 4
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• Create GitHub repository 
• Follow best naming practices 

• Install Github Desktop 
• Create local folder structure 
• Move your files into the created folder and 

rename your files (following best practices). 
• ⚠ The folder should be outside of any cloud 

folders (OneDrive, dropbox, google drive etc.)!

Source: 
https://gitscripts.com/naming-conventions-for-git-repositories

https://gitscripts.com/naming-conventions-for-git-repositories


CHECK YOUR CHANGES
Webtechnologies



FIRST COMMIT
Webtechnologies

• Describe your changes and commit them. 
• ⚠ Description is rarely used 

• You might want to start using some commit guidelines: 
https://www.conventionalcommits.org/en/v1.0.0/

https://www.conventionalcommits.org/en/v1.0.0/


PUBLISH (& PUSH)
Webtechnologies


